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Method for hiding text data in an image
Annotation

The main problem: The article deals with the issues of hiding text information in a graphic file. A
formula for hiding text information in image pixels is proposed. A steganography scheme for embedding secret
text in random image pixels has been developed. Random bytes are pre-embedded in each row of pixels in the
source image. As a result of the operations performed, a key image is obtained. The text codes are embedded in
random bytes of pixels of a given RGB channel. To form a secret message, the characters of the ASCII code
table are wused. Demo encryption and decryption programs have been developed in the
Python 3.5.2 programming language. A graphic file is used as the decryption key.

Purpose: To develop an algorithm for embedding text information in random pixels of an image.

Methods: Among the methods of hiding information in graphic images, the LSB method of hiding
information is widely used, in which the lower bits in the image bytes responsible for color encoding are
replaced by the bits of the secret message. Analysis of methods of hiding information in graphic files and
modeling of algorithms showed an increase in the level of protection of hidden information from detection.

Results and their significance: Using the proposed steganography scheme and the algorithm for
embedding bytes of a secret message in a graphic file, protection against detection of hidden information is
significantly increased. The advantage of this steganography scheme is that for decryption, a key image is used,
in which random bytes are pre-embedded. In addition, the entire pixel bits of the container image are used to
display the color shades. It can also be noted that the developed steganography scheme allows not only to
transmit secret information, but also to add digital fingerprints or hidden tags to the image.

Keywords: information security, steganography, key image, image pixels, encryption algorithm.

Introduction

At present, the development of information technologies places increased demands on the solution of
information security issues. In this regard, the task of finding and developing new methods of information
protection arises. Modern computer technologies and progress in the field of computer networks make it possible
to develop and implement new methods designed to ensure computer information security. In recent years, a new
direction in the field of information security has been developed - computer steganography.

Computer steganography methods are based on the redundancy of transmitted information in video,
audio, and image files. In image files, changing or distorting individual pixels does not affect their quality, but
allows transmitting confidential information secretly.

Methods and materials

Among the methods of hiding information in graphic images, the LSB method of hiding information is
widely used, in which the lower bits in the image bytes responsible for color encoding are replaced by the bits of
the secret message [1]. The two lowest bits of the image pixels are most often modified. To do this, each byte of
the secret message is divided into 4 parts. The resulting parts then replace the lower bits of the image bytes.
When you change the two lowest bits in each byte, the image is almost not distorted, since these changes are not
significant. The disadvantage of the LSB method is the ease of detecting hidden information by existing
decryption methods.

Another popular method of steganography is to use features of data formats that use lossy compression.
This method (in contrast to the LSB method) is more resistant to transformations and detection, since it is
possible to vary the quality of the compressed image over a wide range, which makes it almost impossible to
detect embedded information [2]. Any information can be used as data: text, message, image, etc.

Steganography techniques are widely used to add stegomarks to an image. These are invisible bits
without special processing, identical for all files of one person. For example, such tags are recorded in digital
photos in order to prove their authorship [3].

Results

The analysis of modern methods of steganography has shown that they only partially meet the
requirements for hidden data transmission systems. The use of low-order bits to transmit a secret message allows
steganographic analysis programs to detect and decrypt the transmitted data. That is why the task of creating a
stable algorithm and developing a software product based on it to hide a sufficiently large amount of data using
digital steganography methods is very relevant.
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When developing an algorithm for hiding data in image files, you should take into account the
properties of human vision. The detection of extraneous noise in the image is affected by the sensitivity of the
vision to changes in brightness, frequency sensitivity, and the masking effect.

The sensitivity of vision to changes in brightness can be determined as follows [4]. The subject is
shown a single-color picture (Figure 1). After the eye has adapted to its illumination I, gradually change the
brightness around the central spot.
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Figure 1 — Measurement of visual sensitivity to brightness
The change in illumination Al continues until it is detected. Figure 2 shows the dependence of the
minimum contrast on the brightness | / Al. As can be seen from the figure, for the average range of brightness
changes, the contrast is approximately constant, while for small and large luminosities, the value of the
indistinguishability threshold increases. It was found that Al = 0.01 — 0.03 I for the average brightness values.
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Figure 2 — Contrast sensitivity and indistinguishability threshold Al

Frequency sensitivity manifests itself in the fact that a person is much more susceptible to low-
frequency noise than to high-frequency noise. This is due to the uneven amplitude-frequency response of the
human vision system. Experimentally, it can be determined using the same experience as with brightness
sensitivity. But this time, in the central square, the spatial frequencies change until the changes become
noticeable.

Discussion

The paper proposes a steganography scheme that fully uses all the bits of bytes to set the hue of the
image color. In addition, the proposed method uses two secret data decoding files: a container image and a key
image. The image file (the original image) is used as the key. In order to increase security, random bytes are pre-
embedded in each row of pixels in the source image. As a result of the operations performed, a key image is
obtained. The secret information is embedded in random bytes of one of the RGB channels of the image file
container (for example, red).

The algorithm for hiding information is that the bytes of the secret message are mixed with the bytes of
the image pixels according to a given formula. The result is new bytes of pixels in the image. The resulting
graphic container file with the embedded message is transmitted to the recipient via a transmission channel, for
example, over the Internet. The detection and decryption program compares the pixels of the received image
with the pixels of the source image (key image) in the specified RGB channel and selects the ciphertext codes.
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Then, using the decryption algorithm, the original message is received. The source image (the key image) and
the decryption program are transmitted to the recipient in advance in any available way, excluding interception
by other persons. You can periodically change the key image to improve security [5].

Figure 3 shows a flowchart of the algorithm for embedding secret message bytes in an image file.
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Figure 3 — Block diagram of the algorithm for embedding a secret message in an image file
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The steganography algorithm is implemented in Python 3.5.2. The characters of the ASCII code table
are used to form the secret message. The pix = image.load () statement loads the pixel values of the image. The j
variable specifies a random byte number of one of the RGB channels in the current row of pixels of the container
image, from which the embedding of bytes of secret information in the bytes of the image file begins. In the i in
range (width) loop, the next byte of the transmitted secret information is added to the current byte of the
container image. If the result of the addition is greater than 255, then a byte of secret information is subtracted
from the current byte of the container image [6].

The program uses the Red channel of a graphic file for embedding secret information. After the end of
the cycle of embedding bytes of secret information, the image is saved in the p2.png file (container image). The
source image is a pl. png file (key image). After the program is started, a dialog box opens for entering a secret
message. Figure 4 shows the dialog box when entering the text "The 21st century has become the century of
information and communication technologies (ICT)" [7].
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Figure 4 — Dialog box for entering secret information

The resulting p2.png container file with embedded secret information is transmitted to the recipient via
an open channel. The recipient uses the decryption program and the pl.png key file to open the secret message
text. The decryption program compares the pixels of the two images and allocates the bytes of the secret
message.

Figure 5 shows a block diagram of the algorithm for decrypting an embedded secret message.
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Figure 5 — Block diagram of the secret message decryption algorithm

The decryption program compares the bytes of the RED channel of the received image file with the
bytes of the key file. The result of the comparison is the bytes of the message that are output to the screen. After
starting the decryption program, a dialog box will appear with the transmitted message (Fig. 6) [8].
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Figure 6 — Dialog box with the transmitted message

An example of a container image with the embedded text «The 21st century has become the century of
information and communication technologies (ICT)» is shown in Figure 7.

Figure 7 — Image-container with embedded text

Conclusion

Thus, with the help of the proposed steganography scheme and the algorithm for embedding bytes of a
secret message in a graphic file, protection against the detection of hidden information is significantly increased.
The advantage of this steganography scheme is that for decryption, a key image is used, in which random bytes
are pre-embedded. In addition, all the pixel bits of the container image are used to display the color shades.

It can also be noted that the developed steganography scheme allows not only to transmit secret
information, but also to add digital fingerprints or hidden tags to the image.
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Cypertreri MITiHAiK 1epekTepai kacbIpy daici

Makasana rpadukansik ¢aiinarsl MOTIHJIK aKlapaTThl JKacklpy Maceliesiepi KapacThIpblirad. MoTiHaiK
aKmapaTThl KeCKiH MHUKCENAepiHAe *acblpy (popMmynacekl YCHIHBUFaH. Kymus MOTiHII KECKiHHIH Ke3JIeHCoK
MMUKCENJepiHe €HTi3y YIIiH creraHorpadus cxemachl jxacanmbl. Kesneicox OaliTrap OacTamkbl KEeCKiHHIH
MTUKCENBICPIHIH 9p KOJBIHA aJIbIH-aJIa CANBIHFaH. JKYPri3uUIreH olepanusuiapIblH HOTIDKECIHIE KECKiH-KUIT
anpiHagel. MotiH koxrapel Oepinrer RGB apHacwlHBIH Ke3nmeiicok mmkcenb OaiiThiHa canblHFaH. Kymms
xabapnamanbl  Kaipinracteipy yurie ASCIl kox kecrecinid TaHOamapel KojmaHeuiagsl. Python  3.5.2
Oarmapiamaniay TifiHAE MHUQPIEY XoHE MUGPABI MENTyiH JeMOHCTPAIMUIBIK OaraapiiaManapbl Kacalibl.
Mudpney kinTi perinae rpapuKaibK (Gain KoITaHbUIa b

MaxkaiaHBIH MaKcaThl — CYpPeTTeri Ke3AeHWCOK MUKCeNJaepre MOTIHIIK aKMapaTThl €HTi3y alrOpUTMiH
kacay. AKmaparTbl rpaguKaiblK CypeTTeplie >Kachlpy oaictepiHiy iminge LSB omici kKeHiHEH KOJIaHbUIAJIbI.
AKIapaTTsl Kacelpy, OHAA TYCTEpIiH KOATAIybIHA jkKayan OepeTiH cypeT OalTTapbIHOAFrbl MaFbI3[Bl OUTTEp
KyIusi XxabapiaMaHbIH OUTTEpiMEH aybICTHIPHUIA B AKIIApaTThl TpaduKaiblK (halimmgapaa xKacslpy oaicTepi MeH
apITOPUTMJICP/Ii TaJIay KACKIPBIH aKIapaTThl aHBIKTAYIaH KOPFay JCHTeHiHIH )KOFapbUIaybIH KOPCETTI.

CreranorpausHbIH TaFbl Oip TaHBIMAI 9JIICI — AEPEKTEPAiH KOFATYBIMEH CHIFY bl KOJJAHATHIH ICPEKTEP
(opMaTTaphIHBIH epeKIuenikTepin Koigany. by oxmic (LSB oaiciHeH aibIpMamIbUIBIFBI) TYPJICHIIPYTE XKOHE
aHbBIKTayFa Ke0ipek Te3iMi, eiiTkeHi ChIFbIIFaH KECKIHHIH canacklH KeH ayKbIM/a e3repTy MYMKIHAIri 6ap, Oy
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KIpIKTipUIreH akmaparTel Taby MYMKiH emec. Jlepekrep peTiHIe Ke3-KeJlIreH aknaparThl HalaanaHyra OoJajbl:
MOTiH, Xabapiama, Cyper >koHe T. 0.

¥YcbHbuFaH creraHorpadust cpi30achlH JkoHE Kymlus xabapiamaHblH OalTTapblH IpaduKajiblK (aiiiara
SHI'13y QJITOPUTMIH KOJIIaHa OTBIPBII, KACBIPBIH aKIIapaTThl aHBIKTAydaH KOPFAHBIC aiTapibIKTail apTaisl. byn
cTeraHorpadusi CbI30aCBIHBIH apTHIKIIBUIBIFGI — IMUQPICY YIIIH KECKiH KOJNaHBUIAgBl — Ke3ICeHCOK OanTTap
aNgbplH-aNa canblarad KinT. COHBIMEH KaTap, KOHTEHep KECKiHiHiH OapibIK MHKCENb OUTTEpi TYC peHKTEepiH
KepceTy YIIiH KoinaHsutagsl. CoHaii-ak, qaMblFal creranorpadus cpl30achl Kymus aKmapaTThl Kidepyre raHa
eMec, COHBIMEH KaTap KeCKiHTe CaHIBIK OachIl IIBIFapyIsl HEMece XKACBIPBIH OeNrijiepAi KOCyFa MYMKIHIIK
OepeTiHiH aTam eTyre 00Jabl.

Ty#iaal cesnmep: akmapaTThl Kopray, creraHorpadusi, KeCKiH-KUIT, KEeCKiH IHKcelaepi, mudprey
ITOPUTMI.
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MeTo CKpPBITHS TEKCTOBBIX JAHHBIX B H300pakeHUHU

B cratbe paccMOTpEHBI BOIPOCHI CKPBITHS TEKCTOBOM WH(popManmuu B TpadudeckoM daiiie.
IIpemnoxxena ¢popmyna IS CKPHITHS TEKCTOBOW MH(MOpPMAIMH B MHKCEIIX M300pakeHus. Pa3paboTtana cxema
cTeraHorpaduu U BCTpaUBaHUS CEKPETHOTO TEKCTA B CIIydaifHbIe MUKCETN M300paxeHus. B kaxIyto cTpoky
MUKCEJICH HCXOMHOTO H300paKeHUS] NPEABAPUTEIHHO BCTPAUBAIOTCS CiydaiiHple OaiTel. B pesynbrate
MPOBEJICHHBIX Olepanuii mojy4aercss M300pakeHue-kimod. Koapl TekcTa BCTpauBaroTCs B CilydyaiiHble OailThl
nukcened 3aganHoro kaHan RGB. [lns ¢opmupoBaHHMs CEKpeTHOro COOOIIEHMS HCIIOJIB30BaHBI CHMBOJIBI
tabmuupl ASCIl xonoB. Pa3paboTaHbl JeMOHCTpalMOHHBIE IPOrpaMMbl IMU(GPOBAaHKS M NEIIUPPOBAHHS Ha
s3pIke mporpammupoBanust Python 3.5.2. B kauectBe kimroua st meninpoBaHus HCIONB3YeTCsl rpaduueckuit
(haii.

Ilens craTby — pa3paboTaTh AITOPUTM BCTPAUBAHUS TEKCTOBOW MH(OpMAaIUM B CIydaiHbIE MTHKCEIHI
N300paKeHHUS.

Cpenn MeTo10B COKpPBITHS MH(pOpManuy B rpapuiecKux n300pakeHUAX IHPOKO UCIIONB3YETCS METOA
LSB cokpeitust nH(MOpMAINH, B KOTOPOM MiIaamue OWTH B OalTax n300pakeHHs, OTBEYAIOIINE 33 IIBETOBOE
KOJIMPOBAaHHE, 3aMEHSIOTCA OWTaMH CEKPETHOTO COOOIIEHHS. AHAIM3 METOIOB COKPBITHA HH()OpMaluu B
rpadudecknx Qainax ¥ MOAENIMPOBAHUE AalTOPHUTMOB IIOKAa3ajM IOBBIICHWE YPOBHS 3alIUTHl CKPBITOH
nHdopmanuu ot oOHapyxeHus. C MOMOIIBIO MPEJIOKEHHON CXeMBI cTeraHorpadUu U alropuT™Ma BCTpaUBaHHS
0alTOB CEKpeTHOro cooOuieHus B rpaduyeckuid (aiii, 3HAYMTENHFHO MOBBIMIASTCS 3aIUTa OT OOHAPYKEHHs
ckpbiToii MH(MOpMauuu. JlOCTOMHCTBOM JaHHOM CXeMbl cTeraHorpaduu 3akiovaeTcs B TOM, 4YTO JUIs
Jen(poBaHUsT HCIOJNIB3YeTCsl U300paKeHUE-KIII0Y, B KOTOPBIH MpeABapUTEIIbHO BCTPAMBAIOTCS CIy4ailHbIC
Gaiitel. Kpome TOTO0, Bce OUTHI MUKCeNel H300paxeHnsA-KOHTeHHepa UCIIOIB3YIOTCA Ul OTOOpaskeHHUs OTTEHKOB
1Bera. Takke MOKHO OTMETHTB, YTO pa3pabdoTaHHAs cxema cTeraHorpaduu mo3BoJIIET HE TOJIBKO IepeliaBaTh
CEKpPETHYI0 HH(OPMAINIO, HO M JOOABIJIATH K H300pakeHNIO IIN(POBBIE OTHEYATKN WIIM CKPBITHIE METKH.

KiroueBsle cioBa: 3ammra HH(GOPMAINH, cTeraHorpadusi, n300pakeHHe-KIItoY, MUKCEIN N300pakeH s,
ITOPUTM IIU(PPOBAHMS.
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