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Analysis of existing approaches to biometric authentication

Abstract

Main problem: research and analysis of methods for presentation models of biometric data, creation of
algorithms for biometric verification and identification of a person based on modern models for describing and
analyzing biometric authentication of a person (tpeGyetr mepecmotpa, Het Tiaroia). The most widely used in
biometric identification are the following human parameters: features of facial geometry, fingerprints, geometry
of the palm of the hands, retina and iris eyes, voice characteristics, signature features and keyboard underline.
Biometric authentication is one of the most promising areas for the development of information system user
authentication technologies.

Purpose: the main purpose of information system user authentication is to reduce information system
security threats, namely the threat of information confidentiality violation, the threat of information integrity
violation, the threat of system operability violation. Threats can be caused by different ways of violations. The
most common type of violation is unauthorized access. The user authentication procedure allows checking
whether the presented identifier belongs to the access subject and confirming its authenticity, i.e. checking
whether the given subject is who he claims to be.

As applied to automatic identification systems, biometric systems are understood as systems and
methods based on the use of any specific characteristics of the human body to determine or authenticate.
Biometrics is a science based on the description and measurement of body characteristics of living organisms.
The identification and authentication of our identity has become a staple in today's society, ensuring secure
interaction by preventing fraud and crime.

Methods: this article examines the methods and means of existing approaches to authentication and
information protection and existing approaches to authentication by biometric signs. Structural methods of data
protection are described. The advantages and disadvantages of each of these types are described. Some well-
known protocols, authorization and authentication algorithms are considered. An analysis of external and
internal attacks was carried out, which showed that a large percentage of leaks accounted for information about
customers and transactions, technical information, as well as personal data. One of the means of protecting
information in information systems is password protection using the second factor, which is relevant today, since
the entire banking sector and companies dealing with security issues use two-factor and multi-factor
authentication as an additional method of protection.

Results and their significance: it is difficult to draw an unambiguous conclusion about which of the
modern methods of biometric authentication or combined methods is the most effective. Authentication methods
based on the measurement of human biometric parameters provide almost 100 % identification, solving the
problems of losing passwords and personal identifiers, which leads to suspicions of detecting security threats to
information disclosure systems. In some cases, organizations cannot do without biometric authentication
systems. It is also worth noting that biometrics can be submitted under the guise of the most convenient
authentication factor.

Key words: cryptography, information security, biometrics, authentication, biometric system, biometric
authentication, biometric identification, statistical methods, statistical methods.

Introduction

Authentication is a procedure in which a user proves who he is to himself. Many confusions are
common because different systems define authentication differently (for example, banking and legal systems).

Biometrics is a science based on the description and measurement of body characteristics of living
organisms.

As applied to automatic identification systems, biometric systems are understood as systems and
methods based on the use of any specific characteristics of the human body to determine or authenticate [1].

Our life is full of situations when it is necessary to prove who we are. Such cases are full of both
personal and professional spheres.

It is easy to enumerate a wide range of areas that require fast, reliable and convenient user
authentication: access to a personal computer or smartphone, access to e-mail, banking operations, opening doors
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and starting a car engine, controlling access to premises, crossing state borders, and in general any interaction
with government authorities require identification [2].

Thus, the identification and authentication of our identity has become a staple in today's society,
ensuring secure interaction by preventing fraud and crime.

Biometric identification is often referred to as pure or actual authentication, because it is not virtual, but
rather a biometric sign (identifier) is used in relation to a person.

Materials and methods

A feature of biometric identification will be the large size of the biometric database: each of the
biometric samples must be compared with all records in the database (1: n comparison or «one to oney). For
application in real life, such a system requires a high speed of comparison of biometric features.

Example:

The number of employees of even a large enterprise ranges from several hundred to several thousand.
Take, for example, a headcount of 10,000 people. So the size of the database (using one fingerprint per person) is
10,000 fingerprints. When applying a fingerprint to the reader, the system makes a 1:10,000 comparison. This is
very small for modern systems. Therefore, all access control or time attendance systems operate in the biometric
identification mode.

On the other side of the pole, there are validation systems that typically only do one comparisonina 1:1
mode. That is, the presented biometric mark is compared to one biometric mark in the database. That is, the
system answers the question to whom you give yourself.

We often use this term, despite its importance, confusion often arises, since the definitions of the term
are different in different systems, for example, in banking and legal systems.

Accordingly, we will give definitions of these terms for biometric systems.

Authentication (from English - authentication) - a procedure for verifying that the identifier provided by
them belongs to the subject of access. The simplest example of authentication is the confirmation of a user's
identity by comparing the entered login with a password in a database of previously identified users. In this
example, authentication is the process of comparing passwords, which then grants access or denial, and the ID is
just login.

Authentication methods can be grouped into three main categories called authentication factors: what
the person knows, what the user knows, or what the person is.

e
Knowledge factors Trait factors Ovenership factors
{Password. Pin-code) (fingerprints} (card, phone}

Figure 1 — Authentication factors

Biometrics has two authentication methods:

1. Verification, verification based on a biometric parameter and a unique identifier that distinguishes a
particular person (for example, an identification number), that is, this method is based on a combination of
authentication methods.

2. ldentification, unlike verification, is based only on biometric criteria. In this case, the measured
parameters are compared with all entries in the database of registered users, not one of them is selected, but
based on some identifier.

Each authentication factor includes a number of elements used to authenticate or verify identity, down
to access, approval of a transaction request, signing a document, delegation of authority to others, and so on.

1. Knowledge factors are what the user knows and remembers, such as password, PIN, security question
answer, etc.

2. Sign factors are our part, such as fingerprint, signature, voice, etc.

3. Ownership factors are factors such as user ID, mobile phone, physical key, etc.

When comparing biometric authentication with other types of authentication, one should pay attention
to their strengths and weaknesses.

Authentication based on knowledge factors such as the use of a password or pattern. Using a password
is technically easy to implement both in software and on any specialized devices. But with the same discount, the
password can be cracked like spyware or a computer virus that can be downloaded from the Internet to the user's
devices. And when it comes to devices (such as a PIN reader), you can simply view the password. All this does
not prevent the Old Believers from frequently using PIN code readers in access control systems.
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In general, biometric authentication systems are divided into two main types according to the principle
of operation: static and dynamic.

Static (physiological characteristics)

— Fingerprints or papillary lines

— The iris of the eye (iris)

— The retina of the eye (retina)

— Vein pattern

— Face

— Hand geometry

— Heartbeat

—DNA

— Multimodal identification

Dynamic (behavioral characteristics)

— Dynamics of handwriting and signature

— Heartbeat

— Rhythm of voice and speech

— Action recognition

— The speed and features of working on a computer keyboard (or typing a code on a coded panel)

— Behavior

Figure 2 — Static and dynamic authentication

Statistical Methods

Static biometric images include a fingerprint, palm geometry, iris (iris), retina, 3D «image» of a face or
skull, DNA (deoxyribonucleic acid), and more. Most of the existing authentication technologies based on the
parameters of these images have a low percentage of erroneous decisions. For example, the results of building
the main chain using PBC, and then recognizing the subject are known:

— FAR — False Acceptance Rate — the probability of false identification of a user that is not in the
database.

— FRR — False Rejection Rate — the probability of refusing to identify a user in the database.

Table 1 — Static Methods Far and FRR

Biometric identification method

Transmittance, FAR , %

False rejection rate, FRR, %

Vein pattern 0,0008 0,01
Iris 0,00001 0,016
3D face recognition 0,0005 0,1
Retina 0,0001 0,4
Fingerprint 0,001 0,6
2D face recognition 0,1 2,5%

Fingerprint detection

Despite the long history of the use of fingerprints in forensics, the detailed principles of the formation of
papillary patterns have become known relatively recently. To put it simply, the formation of a papillary pattern
affects the conditions for the formation of DNA and spermatozoa. Therefore, even identical twins have similar
fingerprints. Fingerprints appear in the first three months of pregnancy [3].

Identification by vein pattern
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The venous picture is inherent in every person, including Gemini. Since the veins are under the skin,
they cannot be faked, which allows you to reliably authenticate using the False Acceptance Rate value - the
probability of falsely identifying a user that is not in the database is up to 0,00008 %.

The definition of the vessels of the finger or palm by drawing (Vein Recognition-English) is based on
obtaining a sample when photographing the outer or inner side of the hand or finger with an infrared camera. An
infrared camera is used to scan a finger or hand. The image is visible due to the hemoglobin war (the dye absorbs
the infrared radiation of the blood and is visible from the vein in the chamber. The software, based on the
obtained data, creates a digital accumulation.

Root or root recognition is typically performed on the palm or finger of the user.

The high level of security and non-contact recognition make core recognition suitable for most
applications requiring very high security.

The only thing that limits the scope is the size and cost of the scanners. Scanners are quite difficult to
penetrate most mobile devices, but are ideal for use in access control systems. Over time, these are venous
imaging scanners that replace fingerprint scanners.

Identification, which also includes 1:n pattern identification, can take significant time, especially if
there are many biometric patterns in the database. This is due to the high requirements for sample processing, as
root samples are very complex.

One of the decisive advantages of venous sample identification is the difficulty of unauthorized removal
of the sample.

Recognition reliability is comparable to iris identification, although the equipment is much cheaper.
Now it is being actively studied and implemented in the ACS.

Face ID

Face recognition uses various expressions to create a unique digital model that are used together.
Examples of facial features that can be used for identification are the shape of the nose or the distance between
the eyes. In total, more than 80 different signs are used [4].

Retinal Identification

The first biometric eye scanning systems (Retinal scan) were retinal scanners, which appeared in 1985.
The retina remains unchanged from birth to death, and only some chronic diseases can change it [5].

Instead, a retinal scan is performed with infrared light, which detects a capillary pattern and uses it for
detection.

While retinal scanning provides high security, the technology has many disadvantages that have led to
limited commercial use:

— Slow identification process

— High price

Retinal scanning has been used by organizations such as the FBI, NASA and the CIA for (1:N)
detection in high security environments.

Definition of the iris

The process of iris identification (Iris Recognition) begins with obtaining a detailed image of the human
eye. They try to make an image for further analysis in high quality, but this is not necessary. The iris is such an
unusual parameter that even a fuzzy image gives a confident result. To do this, use a monochrome CCD-camera
with soft illumination, sensitive to infrared radiation. They usually consist of several photographs because the
pupil is sensitive to light and constantly changes its size.

Table 2 — Advantages and disadvantages of the iris method

Advantages of the method Disadvantages of the method
No need to contact the scanning device Do not expose the scanner to sunlight
High Confidence The method is less studied compared to other
statistical methods of biometrics

The backlight is invisible to the naked eye and takes multiple shots in seconds. Then select one or more
of the received photos and proceed to segmentation.

Heart rate authentication

Heart rate detection is one of the most important biometric technologies today. The heartbeat is a
special character of a person, such as fingerprints, retina or venous pattern. One of the advantages of biometric
identification by heart rate: high accuracy, high difficulty in obtaining fakes and standards, analysis of the
physical condition of the recipient.

Recently, heart rate authentication was only in the list of promising solutions for biometric
identification, today we have ready-made solutions for commercial use. The heart rate of a person is
characterized by many measurable parameters - frequency, rhythm, filling, voltage, amplitude of oscillations,
impulse speed.

One of the benefits of heart rate is:

— Impossibility of use in the absence of the recipient
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That is, if you lose or forget the bracelet, no one but you will be able to use it.

— Cannot be used after death

Monitoring the physical condition of the recipient for the purpose of identification is secondary, but
there are many uses beyond identification, monitoring the biological condition is necessary.

DNA identification

DNA analysis (DNA Biometrics — English) is an increasingly common biometric identification
technology and is often used in forensics and healthcare.

Unlike the aforementioned identification technologies, DNA identification not only reduces costs, but
also makes our lives easier and safer.

Benefits of DNA identification:

— DNA is the only biometric technology that allows relatives to be identified from an undefined DNA
pattern.

— Like fingerprints, DNA is one of the biometric characteristics of a person that criminals leave at the
crime scene.

— DNA testing is a relatively mature and dynamic technology that is widely used and familiar to the
general public.

— Rapid DNA identification devices enable sequencing in as little as 90 minutes

— Many DNA results can be easily stored in a database, allowing data to be collected and quickly
searched using automated tools.

Multimodal biometric identification

Biometric identification methods can be combined with each other - multimodal identification
significantly increases the security of an object, since the number of possible errors inherent in biometric systems
is reduced.

For example, an iris reader can read an iris from a single source, and can also read an iris from two
sources.

Dynamic Methods

The most studied dynamic biometric images include: keyboard handwriting, features of handwritten
password and signature reproduction, running characteristics, voices, the nature of working with a computer
mouse, head tremor parameters, face and neck thermograms. In addition, no additional hardware is required to
register the keyboard, handwritten passwords and signatures, and voice. However, voice images can be easily
intercepted by recording them on a simple voice recorder (mobile phone), which reduces the trust in the voice
password. When using user-set voice passwords, the learning and authentication processes must be carried out in
a secure environment.

Behavioral biometrics

Whatever we do, it has a unique signature. How exactly you hold your smartphone, swipe, tap, type,
scroll and move the mouse, creating a unique combination of parameters, a kind of digital handwriting. Some
banks use this technology (behavioral biometrics) for additional verification of users. This is convenient -
nothing is required from the user, he always does it, and the system does not have anything special in its actions.
By deviations from the usual behavior, it can be assumed that the user is not the one who manifests himself.

Voice biometrics

The use of human voice biometrics is more complex and interesting than the use of most biometric
features. The classical voice identification technology cannot be the main violin here, a separate one is a much
more interesting direction of voice recognition [6].

The voice recognition method determines the personality of a person by a combination of specific
characteristics of the voice. The algorithms analyze the main features by which a decision is made about the
personality of the speaker: the voice eye, the resonant frequency of the speech pathways and their attenuation, as
well as the dynamics of articulation control.

Gait

For example, the definition of a hike or the definition of a pedestrian has been carried out for decades
without much progress until now. Recent advances in precision have been made possible by a graceful discovery
of something viable in behavior. Earlier this year, researchers at the University of Manchester achieved an
accuracy of 99,3 %, according to an article published in the journal Imaging and Machine Intelligence
Operations (TPAMI). The system analyzes people's steps using gender sensors, and getting that final percentage
of accuracy is often a challenge.

As you know, there are no systems that provide one hundred percent protection against leakage, hackers
were able to penetrate objects that are separated from the outside world.

When using biometric data for authentication, the violation of biometric databases becomes especially
important. The thing is that biometric tags do not change, that is, a stolen (hacked) sign cannot be replaced as a
hacked password.

In this sense, the password will be an advantage over biometrics, since passwords can be replaced with
new ones when hacked, and human biometric symbols do not change, so it is very convenient to identify them.

Starting with the face and voice, they are almost impossible to hide in the modern world, and ending
with fingerprints and fragments of his biomaterial DNA fragment, which leaves a person in the places of his
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presence. We leave all this data in the process of life to the things around us and can collect them secretly from
the carrier.

Of course, there are biometric signs in which it is impossible to collect a latent venous sample of a
finger or hand, retina.

The likelihood of falsification does not depend on the type of biometric feature, but on the technology
used to read this feature.

Table 3 — Static Methods Far and FRR

Biometric reader Probability of forgery

3D fingerprint reader Not possible

Multispectral Fingerprint Reader Not possible
Further fingerprints, optical devices Possible
Iris Possible
Face recognition 2D Possible
3D face recognition Possible

Photo of veins Not possible

Retina Not possible

Natural limits

If password authentication requires an exact match between two alphanumeric strings, the biometric
authentication system relies on the degree of similarity between the two biometric samples, while the individual
biometric samples obtained during registration and authentication are rarely identical, a biometric the system can
create two types of authentication errors.

Table 4 - Authentication errors

Authentication errors Content

False mismatch — Two biometric samples of the same person appear at low germination, and
the system refuses to accept them as the same, that is, it cannot identify them.
— A false mismatch results in a denial of service for the legitimate user.

False match — Two biometric samples of different people appear when they have a high
similarity and the System declares them incorrectly matched.

— A false match leads to an impostor attack. Such an attack is also called a
zero-force attack because it does not require the attacker to use a special
hacking system.

Results

Authentication using unique items has the following disadvantages:

— The item can be taken from the user or stolen.

— Special equipment is required to work with objects.

— It is possible to make a copy or an emulator of the item.

Biometric authentication is one of the most promising areas for the development of information system
user authentication technologies. Biometric authentication is based on the uniqueness of the user's physical
characteristics. Biometric authentication is the most secure compared to other types of user authentication, as it
there is a strong binding of authentication information to the subject of access.

The introduction of cryptographic and biometric technologies has a positive effect on the development
of innovative solutions to ensure information security. Particularly promising is multi-factor biometric
cryptography, which combines the technologies of secret-sharing threshold cryptography, multi-factor
biometrics, and methods for converting fuzzy biometric features into basic sequences. A combined
authentication system can be activated taking into account the level of security required at the moment, with the
possibility of activating additional methods in the future.

Discussion

As far as we can see from the discussions of respected experts, even they have doubts about the need to
impose the use of biometric identification and authentication. The specialists had no goal to convince customers
of the benefits of biometrics. As for the forecast of experts who focused on the widespread introduction of
biometric identification systems, this dynamic will be visible in the next few years. The experts agreed on one
thing: biometrics is convenient, and as a rule, all interest is built around the most convenient method, even if it is
not as secure as its more complex alternatives. Biometrics is rapidly being recognized at the national level as an
authorization mechanism for a number of public services across the governments of many countries. This trend
will continue to grow due to the widespread use of biometric multimodal technologies in airports, in the financial
sector with voice support, for voter registration and processing the flow of migrants based on the iris, etc.
Regardless of whether the selected biometric parameter is a fingerprint, iris, face or voice, the problem of
choosing the right biometric data for authentication is crucial.
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Conclusion

This article explores the methods and means of existing approaches to authentication and information
protection and existing approaches to authentication based on biometric features. Structural methods of data
protection are stated. It is impossible to make an unambiguous conclusion about which of the modern methods of
biometric authentication or combined methods is the most effective for a particular commercial method by
calculating the ratio of price and reliability. Obviously, for most commercial applications, the use of complex
mixed systems does not seem logical.

THE LIST OF SOURCES

1 Jlpicak A.b. Wnentndukanus u ayreHTU(HUKALUS JTUYHOCTU: 0030p OCHOBHBIX OMOMETPHYECKUX METOJIOB
MIPOBEPKH ITOJUIMHHOCTH TOJIb30BaTelIsl KOMITbIOTEpHBIX cucteM / A.B. JIbicak // MatemaTudyeckue CTpyKTyphl U
MonenupoBanue. — 2012, — Ne 26. — C. 124-134.

2 CmompunonoB W.H. bBrnomerpuueckwe TEXHOJNOTHH B KOMIUIEKCHBIX aBTOMAaTH3MPOBAHHBIX CHCTEMAax
6e3onmacHoctu rocynapersa / I.H. Crimpugonos // Bectauk MI'TY. H.D. baymana. Cepus: [IpubopocTtpoerue.
—2011. — Ne 2. - C. 3-10.

3 Crott 0. Meron pa3peXeHHOTO TpPEACTAaBICHHS OWMOJATbHONH OHOMETPHHM W SKCIIEPHMEHTHI 10
pacmo3HaBanuto ornedaTkoB maneieB / FO. Croit, 3. ®an, M. Kyn // Helipokommetotuar. — 2013. — Ne 3. —
C. 164-171.

4 Kyxapes I'.A. Meroasl 00paboTKM W pacrno3HaBaHHs W300pakeHWH JWI B 3ajadax Owomerpum /
I''A. Kyxapes, E.M. Kamenckas, FO.H. Marsees, H.JI. Illeronera; mom pen. M.B. Xwurpoa. — CII6.:
ITonmurexnuka, 2013. — 388 c.

5 Ymmaes O.C. buomerpuyeckas HIACHTU(DHUKAIMS MO PaayKHOH OO0OJOYKE IJia3a: TEKYIIee COCTOSHHE U
nepcrektBbl / I'padukon'2011: marepuansr XXI MexayHapogHo#i KOH(pEpEHIIUH 0 KOMIIBIOTEPHOH Tpaduke
u MamuHHOMY 3peHuo (26—30 centsadps 2011 roma). — M.: ABTOHOMHAs HEKOMMeEpUYECKas OpTaHH3aIlHs
Hayunoe o6mectBo «I'paduron», 2011. — C. 192-194.

6 Matsees 10.H. TexHoNmornu 6HOMETpUUECKON HACHTU(PHUKAIINN YEIOBEKa IO TOJIOCY B JPYTUM MOAATHHOCTSIM
/ ¥O.H. Matsees // Bectauk MI'TY. H.D. Baymana. Cepust: Mactpymenrapuit. — 2012. — Ne 3. — C. 46-61.

REFERENCES

1 Lysak, A.B. (2012). Identifikatsiya i autentifikatsiya lichnosti: obzor osnovnykh biometricheskikh metodov
proverki podlinnosti pol'zovatelya komp'yuternykh sistem [Personal identification and authentication: a review
of the main biometric methods for verifying the authenticity of a user of computer systems]. Matematicheskiye
struktury i modelirovaniye — Mathematical structures and modeling, 26, 124-134 [in Russian].

2 Spiridonov, I.N. (2011). Biometricheskiye tekhnologii v kompleksnykh avtomatizirovannykh sistemakh
bezopasnosti gosudarstva [Biometric technologies in complex automated security systems of the state]. Vestnik
MGTU. N.E. Baumana. Seriya: Priborostroyeniye — Bulletin of MSTU. N.E. Bauman. Series: Instrumentation.,
2, 3-10 [in Russian].

3 Syuy, YU. (2013). Metod razrezhennogo predstavleniya bimodal'noy biometrii i eksperimenty po
raspoznavaniyu otpechatkov pal'tsev [Biometrics Sparse Representation Method and Fingerprint Recognition
Experiments]. Neyrokomp'yuting — Neurocomputing, 3, 164-171 [in Russian].

4 Kukharev, G.A., Kamenskaya, Ye. I., Matveyev, YU. N., & Shchegoleva, N.L. (2013). Metody obrabotki i
raspoznavaniya izobrazheniy lits v zadachakh biometrii [Methods of face image processing and recognition in
biometrics tasks]. Sankt-Peterburg: Politekhnika [in Russian].

5 Ushmayev, O.S. et al. (2011). Biometricheskaya identifikatsiya po raduzhnoy obolochke glaza: tekushcheye
sostoyaniye i perspektivy [Biometric identification by the iris: current state and prospects]. Grafikon'2011:
Proceedings of the XXI International Conference on Computer Graphics and Machine Vision:
Mezhdunarodnaya konferentsiya po komp'yuternoy grafike i mashinnomu zreniyu (26-30 sentyabrya 2011
goda) — International Conference on Computer Graphics and Machine Vision. (pp. 192-194). Moskva:
Avtonomnaya nekommercheskaya organizatsiya Nauchnoye obshchestvo «Grafikony» [in Russian].

6 Matveyev, YU.N. (2012). Tekhnologii biometricheskoy identifikatsii cheloveka po golosu i drugim
modal'nostyam [Technologies of biometric identification of a person by voice and other modalities]. Vestnik
MGTU. N.E. Baumana. Seriya: Instrumentariy — Bulletin of MSTU. N.E. Bauman. Series: Toolkit, 3, 46-61 [in
Russian].



Becmnux Unnosayuonnozo Eepasuiickozo ynusepcumema. 2022. Ne 4 1SSN 2709-3077 109

I'.K. EcmaramberoBa’’, A.Y. Akraesa’, K.K. Carpin6aesa’, A .H. I/ICM¥KaHOB32
"MoOHFOIHS FBITBIM KOHE TEXHOIOTHS YHUBEPCHTET], MOHFOIHS
2KeKIJJeTay yuusepcureri 111. Yonmuxanos, Kazakcran

BuomeTpusIbIK ayTeHTHPUKANUSHBIH KOJIAHBICTAFbI TICIIACPiH Taigay

Makanaga agaMHBIH OHMOMETpPYSUIBIK AyTCHTH()HMKAIMACBIH CHIATTaAy MEH TalJayAblH 3aMaHayd
yirinepi  HeriziHAe OHOMETPISUIBIK — JepeKTep MOICHBACPIH YCHIHY, OHOMETPHSIBIK BepupuKamms
ANTOPUTMICPIH KYpy JKOHE TYIFAaHBl COMKECTEHIIPY OIICTepi 3epTTeleni >KOHEe TalmaHaabl. BHOMETpHSITBIK
colfkecTeHIpye aJaMHBIH Kelleci mapaMeTpiepi KeHiHeH KOJIIaHbUIagb: OET TeOMETPIACHIHBIH epeKIIeIiKTepi,
caycak i3/1epi, allakaHHBIH T€OMETPHICH, K63 TOPHI MEH HYPJIBI KaOBIKIIACHL, TAybIC CHIIATTaMaaphl, KolTaHoOa
epEeKIIeNiKTepi JKOHE IMePHETaKTa acTHIH ChI3y. DBHOMETPHSIIBIK ayTeHTH(QHKANWsA aKMapaTTHIK IKYHeHi
NalJaTaHyIbUIapAbIH ayTCHTH()UKAIMA TEXHOJIOTHSIAPBIH AaMBITYBIH €H INEPCIEKTUBAIBl OaFbITTAPHIHBIH
Oipi OourbIT TaOBLTAMEL.

Hepexrepai KOpraynblH KYPBUIBIMIBIK OiCTEpi KepceTinreH. bepinreH TunTepmiH opKaiCHICHIHBIH
ApTHIKIIBUIBIKTAPEl MEH KEeMIIUTikTepi cumarramFad. Keiibip Oenrimi KOMIBIOTEpPIiH peTTeyill XaTTaMmajaphl,
ABTOPH3ANHNS KOHE ayTeHTH(PHUKANNS aNropuTMAEPi KapacThIpbutagsl. CRIPTKBI KOHE IMIKi aKIMapaTTHIH TapallbIIl
KeTy mal0ybUIAapblHa TauAay XKacaybl, Oy Tapan KeTyIiH YJIKEH HaibI3bl - KIIMEHTTEP MEH MOMINIENEp TypaJIbl
aKIaparka, TeXHUKAJIBIK aK[apaTka, COHIai-aK KeKe MalliMeTTepre OaillaHbICTBl €KeHIH KOpCeTTi. AKIapaTThIK
JKYHenepIeri akmapaTTsl KOpFay KypalIapbiHbIH Oipi - ekiHmm (GakTopapl KOJIAaHa OTBHIPHIM, MApONBIl KOPFay,
oI OYTiHT1 KYHTe [IeiiiH e3eKTi OONBIN Ta0bUIaabl, OUTKEHI OYKiN OaHK CEKTOPHI MEH KayYINCi3iK KOMIIaHUSIAPHI
KOCBIMIIIa KOPFAaHBIC 9JIICi peTiH/Ie eKi PaKTOPIBI )KOHE KOl (PaKTOPIIB ayTeHTU(HUKAITUSIHBI KOJITaHAIBL.

Buomerpusanplk ayTeHTH()UKANUSHBIH 3aMaHayW ONICTEpiHIH HeEMece apanac ONICTepHiH KaHCBHICHI
THIMAIPEK eKEHAIri Typaibsl Oip>KaKThl KOPBITHIHABI jKacay KHUBIH. ATAMHBIH OMOMETPISUIBIK ITapaMeTpiepiH
enmeyre HeriznenreH ayreHTHukanus omicrepi 100% nepnik colfkecTeHIIpyNi KaMTaMachl3 €Temdl, KIS
CO3JepAl KIHE JKEKe MICHTHU(PHUKATOPIAPABI KOFAITY MOCEJeepiH HIelei, OyI akmapaTTsl ally KyhenepiHe
Kayilci3mik KaTepJepiH aHBIKTayFa KYOIK Tyrelzansl. KelOip karmaiimapma yHBIMIap OHOMETPHSIIBIK
ayTeHTH(UKAIUS JKyHenepiHci3 xacall anmaiigsl. CoHmali-ak, OMOMETPHUSHBI €H BIHFAWIbI ayTeHTH(HUKANSI
(haxTops! periHme Oepyre OONATHIHABIFBIH aTall OTKCH JKOH.

Tyitiagi  cesmep: kpumrtorpadus, aKmapaTTBHIK —KAyilcCi3mik, OWOMeTpHs, ayTeHTH(HUKAIW,
OMOMETPHSIIBIK KYHe, OMOMETPHANBIK ayTeHTH(UKAIWSA, OHOMETPHSAIBIK COWKECTEHHIPY, CTaTUCTHUKAIIBIK
onicTep, CTATHCTHKAJBIK dAicTep.

I'.K. EcmaraméeroBa’ ,AVY. AKTaeBaZ, K.K. Camnﬁaenal, A.H. I/ICMyKaHOBa2
"MOHTONIbCKHIT YHUBEPCHTET HAYKH H TEXHONOTHH, MOHT OIS
2KOKLueTayCKI/Iﬁ yauBepcureT uMm. L. Yanuxanosa, Kazaxcran

AHaIu3 CylIeCTBYIOIIUX NOAX0A0B K OUOMeTpUYeCKOoil ayTeHTUGUKALIUH

B crarbe aHanM3MPYIOTCS METOABI TPEICTaBICHHS Mojeied OHOMETPHYECKHX IAaHHBIX, CO3aHHUE
ITOPUTMOB OHOMETPUYECKON BepUPHKAMK W MICHTU(PHUKALMH JTUIHOCTH HA OCHOBE COBPEMEHHBIX MOJeEJeH
ONMCaHUs W aHalu3a OMOMETPHYECKOW ayTeHTH(HKauM JudHOCTH. Hambosee mmpoko B OmoMeTpHdyecKou
UICHTU(HUKALUH UCTIONB3YIOTCS CIIEAYIONINE TapaMeTphbl YeJIoBeKa: 0COOCHHOCTH T€OMETPHH JINNA, OTIICUaTKH
MaJbIIeB, TEOMETPHS JIaJIOHEH, CeTYaTKNU M PamgyKHOH 0OOJIOYKHM TJIa3, XapaKTEPUCTHUKH T0JI0ca, OCOOEHHOCTH
MOANNCH M IOJYepKUBaHKME KJIaBUATyphl. buomerpnyeckas ayTeHTH(HUKanus sBISETCS OAHUM M3 HamOoiee
MEpPCTIEKTUBHBIX HANpaBJICHUH Pa3BUTHS TEXHOJOTHMH ayTeHTU(PHKAIMKM MOJNb30BaTesiell MHPOPMaINOHHBIX
CHCTEM.

W3n05xeHbl CTPYKTYpHBIE METOABI 3alUTHl JaHHBIX. ONMCaHbl JOCTOMHCTBA M HEAOCTATKH KaXJ0TO U3
NPUBEJICHHBIX THIIOB. PaccMOTpeHBI HEKOTOphIE W3BECTHBIE IIPOTOKOJBI, alTOPUTMBI aBTOPH3ALMH H
ayreHTH(ukammu. [IpoBeneH aHann3 BHENIHNX M BHYTPEHHHX aTaK, KOTOPBHIA MOKa3all, YTO OOJNBIION MpPOLEHT
YT€YKH NPUXOJUTCS Ha HMHQPOPMAIMIO O KIMEHTaX M CJHeJKaX, TeXHUYECKYyI0 HH(QOPMAIHMIO, a TaKKe
nepcoHaJbHbIe JaHHbIe. OJHUM W3 CPEACTB 3alUThl MHGOpPMAIMU B MHPOPMAIMOHHBIX CHCTEMaXx SIBISETCS
HapoJibHask 3aIIKTa C UCHOIb30BaHUEM BTOPOro (haKkTopa, KOTOpast sIBISIETCS aKTyaJIbHON Ha CErO/IHSIIHHN J1€Hb,
TaK Kak BeCh OAHKOBCKMH CEKTOp M KOMIIAHWM, 3aHHUMAIOIIMECS BONPOCAMHM O€30MacHOCTH, HCHOJB3YIOT
JIBYX(aKTOPHYIO 1 MHOTO(AaKTOPHYIO ayTeHTU(HUKAILIUIO KaK JOTOJIHUTEILHBII METO/T 3al[UTHI.

ClOXHO czenaTh OJHO3HAYHBIH BBIBOA O TOM, KAaKOW M3 COBPEMEHHBIX METO/IOB OMOMETPHUYECKOH
ayTeHTH(UKAMM WIM KOMOMHHMPOBAaHHBIX METONOB sBIsieTcs Haubonee dS(PQGEeKTHBHBIM. MeToxsl
ayTeHTH(UKAIMKM, OCHOBaHHBIE Ha HW3MEPEHHUH OHOMETPHYECKMX [apaMeTpoB 4elIoBeKa, 00ecrednBaroT
NPaKTHYECKN CTONPOLEHTHYIO WICHTH(UKAIMIO, pemas npoOJeMbl YTepH Napojed U IepCOHAIBHBIX
UIEHTU(HUKATOPOB, YTO NMPUBOJIUT K IIOJ03PEHMSAM B OOHAPYKEHHM Yrpo3 0OE30IacHOCTH CHUCTEM PacKpBITHS
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nHpopmanuu. B psge ciaydaeB opraHm3anusiM He OOOHTHCH 0e3 OMOMETPUYECKHX CHUCTEM ayTEeHTHU(HUKAIIHH.
OtMedaercs, 9To0 OMOMETPHIO MOXKHO TIOJIaTh TI0J] BUIOM Haunboiiee ymoOHOTo akTopa ayTeHTH()HKAITHIH.

KiroueBrbie cioBa: kpuntorpadus, nHGopManuoHHas 0e30MacHOCTh, OMOMETpHsl, ayTeHTH(HKAITHS,
Ouomerpuyeckas ~ CHCTeMa, OWOMeTpWYeckas ayTeHTH(HKamWs, OmoMmerpmdeckas  HACHTH(HUKALWS,
CTaTUCTHYECKHUE METO/BI.
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