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Analysis of existing approaches to biometric authentication 

 

Abstract  

Main problem: research and analysis of methods for presentation models of biometric data, creation of 

algorithms for biometric verification and identification of a person based on modern models for describing and 

analyzing biometric authentication of a person (требует пересмотра, нет глагола). The most widely used in 

biometric identification are the following human parameters: features of facial geometry, fingerprints, geometry 

of the palm of the hands, retina and iris eyes, voice characteristics, signature features and keyboard underline. 

Biometric authentication is one of the most promising areas for the development of information system user 

authentication technologies. 

Purpose: the main purpose of information system user authentication is to reduce information system 

security threats, namely the threat of information confidentiality violation, the threat of information integrity 

violation, the threat of system operability violation. Threats can be caused by different ways of violations. The 

most common type of violation is unauthorized access. The user authentication procedure allows checking 

whether the presented identifier belongs to the access subject and confirming its authenticity, i.e. checking 

whether the given subject is who he claims to be. 

As applied to automatic identification systems, biometric systems are understood as systems and 

methods based on the use of any specific characteristics of the human body to determine or authenticate. 

Biometrics is a science based on the description and measurement of body characteristics of living organisms. 

The identification and authentication of our identity has become a staple in today's society, ensuring secure 

interaction by preventing fraud and crime. 

Methods: this article examines the methods and means of existing approaches to authentication and 

information protection and existing approaches to authentication by biometric signs. Structural methods of data 

protection are described. The advantages and disadvantages of each of these types are described. Some well-

known protocols, authorization and authentication algorithms are considered. An analysis of external and 

internal attacks was carried out, which showed that a large percentage of leaks accounted for information about 

customers and transactions, technical information, as well as personal data. One of the means of protecting 

information in information systems is password protection using the second factor, which is relevant today, since 

the entire banking sector and companies dealing with security issues use two-factor and multi-factor 

authentication as an additional method of protection. 

Results and their significance: it is difficult to draw an unambiguous conclusion about which of the 

modern methods of biometric authentication or combined methods is the most effective. Authentication methods 

based on the measurement of human biometric parameters provide almost 100 % identification, solving the 

problems of losing passwords and personal identifiers, which leads to suspicions of detecting security threats to 

information disclosure systems. In some cases, organizations cannot do without biometric authentication 

systems. It is also worth noting that biometrics can be submitted under the guise of the most convenient 

authentication factor. 

Key words: cryptography, information security, biometrics, authentication, biometric system, biometric 

authentication, biometric identification, statistical methods, statistical methods. 

 

Introduction 

Authentication is a procedure in which a user proves who he is to himself. Many confusions are 

common because different systems define authentication differently (for example, banking and legal systems). 

Biometrics is a science based on the description and measurement of body characteristics of living 

organisms. 

As applied to automatic identification systems, biometric systems are understood as systems and 

methods based on the use of any specific characteristics of the human body to determine or authenticate [1]. 

Our life is full of situations when it is necessary to prove who we are. Such cases are full of both 

personal and professional spheres. 

It is easy to enumerate a wide range of areas that require fast, reliable and convenient user 

authentication: access to a personal computer or smartphone, access to e-mail, banking operations, opening doors 

ТЕХНИКАЛЫҚ ҒЫЛЫМДАР ЖӘНЕ ТЕХНОЛОГИЯЛАР 
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and starting a car engine, controlling access to premises, crossing state borders, and in general any interaction 

with government authorities require identification [2]. 

Thus, the identification and authentication of our identity has become a staple in today's society, 

ensuring secure interaction by preventing fraud and crime. 

Biometric identification is often referred to as pure or actual authentication, because it is not virtual, but 

rather a biometric sign (identifier) is used in relation to a person. 

Materials and methods  

A feature of biometric identification will be the large size of the biometric database: each of the 

biometric samples must be compared with all records in the database (1: n comparison or «one to one»). For 

application in real life, such a system requires a high speed of comparison of biometric features. 

Example: 

The number of employees of even a large enterprise ranges from several hundred to several thousand. 

Take, for example, a headcount of 10,000 people. So the size of the database (using one fingerprint per person) is 

10,000 fingerprints. When applying a fingerprint to the reader, the system makes a 1:10,000 comparison. This is 

very small for modern systems. Therefore, all access control or time attendance systems operate in the biometric 

identification mode. 

On the other side of the pole, there are validation systems that typically only do one comparison in a 1:1 

mode. That is, the presented biometric mark is compared to one biometric mark in the database. That is, the 

system answers the question to whom you give yourself.  

We often use this term, despite its importance, confusion often arises, since the definitions of the term 

are different in different systems, for example, in banking and legal systems. 

Accordingly, we will give definitions of these terms for biometric systems. 

Authentication (from English - authentication) - a procedure for verifying that the identifier provided by 

them belongs to the subject of access. The simplest example of authentication is the confirmation of a user's 

identity by comparing the entered login with a password in a database of previously identified users. In this 

example, authentication is the process of comparing passwords, which then grants access or denial, and the ID is 

just login. 

Authentication methods can be grouped into three main categories called authentication factors: what 

the person knows, what the user knows, or what the person is. 

 

 
Figure 1 – Authentication factors 

 

Biometrics has two authentication methods: 

1. Verification, verification based on a biometric parameter and a unique identifier that distinguishes a 

particular person (for example, an identification number), that is, this method is based on a combination of 

authentication methods. 

2. Identification, unlike verification, is based only on biometric criteria. In this case, the measured 

parameters are compared with all entries in the database of registered users, not one of them is selected, but 

based on some identifier. 

Each authentication factor includes a number of elements used to authenticate or verify identity, down 

to access, approval of a transaction request, signing a document, delegation of authority to others, and so on. 

1. Knowledge factors are what the user knows and remembers, such as password, PIN, security question 

answer, etc. 

2. Sign factors are our part, such as fingerprint, signature, voice, etc. 

3. Ownership factors are factors such as user ID, mobile phone, physical key, etc. 

When comparing biometric authentication with other types of authentication, one should pay attention 

to their strengths and weaknesses. 

Authentication based on knowledge factors such as the use of a password or pattern. Using a password 

is technically easy to implement both in software and on any specialized devices. But with the same discount, the 

password can be cracked like spyware or a computer virus that can be downloaded from the Internet to the user's 

devices. And when it comes to devices (such as a PIN reader), you can simply view the password. All this does 

not prevent the Old Believers from frequently using PIN code readers in access control systems. 
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In general, biometric authentication systems are divided into two main types according to the principle 

of operation: static and dynamic. 

Static (physiological characteristics) 

– Fingerprints or papillary lines 

– The iris of the eye (iris) 

– The retina of the eye (retina) 

– Vein pattern 

– Face 

– Hand geometry 

– Heartbeat 

– DNA 

– Multimodal identification 

Dynamic (behavioral characteristics) 

– Dynamics of handwriting and signature 

– Heartbeat 

– Rhythm of voice and speech 

– Action recognition 

– The speed and features of working on a computer keyboard (or typing a code on a coded panel) 

– Behavior 

 
 

Figure 2 – Static and dynamic authentication 

 

Statistical Methods 

Static biometric images include a fingerprint, palm geometry, iris (iris), retina, 3D «image» of a face or 

skull, DNA (deoxyribonucleic acid), and more. Most of the existing authentication technologies based on the 

parameters of these images have a low percentage of erroneous decisions. For example, the results of building 

the main chain using PBC, and then recognizing the subject are known: 

– FAR – False Acceptance Rate – the probability of false identification of a user that is not in the 

database. 

– FRR – False Rejection Rate – the probability of refusing to identify a user in the database. 

 

Table 1 – Static Methods Far and FRR 

Biometric identification method Transmittance, FAR , % False rejection rate, FRR, % 

Vein pattern 0,0008 0,01  

Iris 0,00001 0,016  

3D face recognition 0,0005  0,1  

Retina 0,0001  0,4  

Fingerprint 0,001  0,6  

2D face recognition 0,1  2,5 % 

 

Fingerprint detection 

Despite the long history of the use of fingerprints in forensics, the detailed principles of the formation of 

papillary patterns have become known relatively recently. To put it simply, the formation of a papillary pattern 

affects the conditions for the formation of DNA and spermatozoa. Therefore, even identical twins have similar 

fingerprints. Fingerprints appear in the first three months of pregnancy [3]. 

Identification by vein pattern 
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The venous picture is inherent in every person, including Gemini. Since the veins are under the skin, 

they cannot be faked, which allows you to reliably authenticate using the False Acceptance Rate value - the 

probability of falsely identifying a user that is not in the database is up to 0,00008 %. 

The definition of the vessels of the finger or palm by drawing (Vein Recognition-English) is based on 

obtaining a sample when photographing the outer or inner side of the hand or finger with an infrared camera. An 

infrared camera is used to scan a finger or hand. The image is visible due to the hemoglobin war (the dye absorbs 

the infrared radiation of the blood and is visible from the vein in the chamber. The software, based on the 

obtained data, creates a digital accumulation. 

Root or root recognition is typically performed on the palm or finger of the user. 

The high level of security and non-contact recognition make core recognition suitable for most 

applications requiring very high security. 

The only thing that limits the scope is the size and cost of the scanners. Scanners are quite difficult to 

penetrate most mobile devices, but are ideal for use in access control systems. Over time, these are venous 

imaging scanners that replace fingerprint scanners. 

Identification, which also includes 1:n pattern identification, can take significant time, especially if 

there are many biometric patterns in the database. This is due to the high requirements for sample processing, as 

root samples are very complex. 

One of the decisive advantages of venous sample identification is the difficulty of unauthorized removal 

of the sample. 

Recognition reliability is comparable to iris identification, although the equipment is much cheaper. 

Now it is being actively studied and implemented in the ACS. 

Face ID 

Face recognition uses various expressions to create a unique digital model that are used together. 

Examples of facial features that can be used for identification are the shape of the nose or the distance between 

the eyes. In total, more than 80 different signs are used [4]. 

Retinal Identification 

The first biometric eye scanning systems (Retinal scan) were retinal scanners, which appeared in 1985. 

The retina remains unchanged from birth to death, and only some chronic diseases can change it [5]. 

Instead, a retinal scan is performed with infrared light, which detects a capillary pattern and uses it for 

detection. 

While retinal scanning provides high security, the technology has many disadvantages that have led to 

limited commercial use: 

– Slow identification process 

– High price 

Retinal scanning has been used by organizations such as the FBI, NASA and the CIA for (1:N) 

detection in high security environments. 

Definition of the iris 

The process of iris identification (Iris Recognition) begins with obtaining a detailed image of the human 

eye. They try to make an image for further analysis in high quality, but this is not necessary. The iris is such an 

unusual parameter that even a fuzzy image gives a confident result. To do this, use a monochrome CCD-camera 

with soft illumination, sensitive to infrared radiation. They usually consist of several photographs because the 

pupil is sensitive to light and constantly changes its size. 

 

Table 2 – Advantages and disadvantages of the iris method 

Advantages of the method Disadvantages of the method 

No need to contact the scanning device Do not expose the scanner to sunlight 

High Confidence The method is less studied compared to other 

statistical methods of biometrics 

 

The backlight is invisible to the naked eye and takes multiple shots in seconds. Then select one or more 

of the received photos and proceed to segmentation. 

Heart rate authentication 

Heart rate detection is one of the most important biometric technologies today. The heartbeat is a 

special character of a person, such as fingerprints, retina or venous pattern. One of the advantages of biometric 

identification by heart rate: high accuracy, high difficulty in obtaining fakes and standards, analysis of the 

physical condition of the recipient. 

Recently, heart rate authentication was only in the list of promising solutions for biometric 

identification, today we have ready-made solutions for commercial use. The heart rate of a person is 

characterized by many measurable parameters - frequency, rhythm, filling, voltage, amplitude of oscillations, 

impulse speed. 

One of the benefits of heart rate is: 

– Impossibility of use in the absence of the recipient 
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That is, if you lose or forget the bracelet, no one but you will be able to use it. 

– Cannot be used after death 

Monitoring the physical condition of the recipient for the purpose of identification is secondary, but 

there are many uses beyond identification, monitoring the biological condition is necessary. 

DNA identification 

DNA analysis (DNA Biometrics – English) is an increasingly common biometric identification 

technology and is often used in forensics and healthcare. 

Unlike the aforementioned identification technologies, DNA identification not only reduces costs, but 

also makes our lives easier and safer. 

Benefits of DNA identification: 

– DNA is the only biometric technology that allows relatives to be identified from an undefined DNA 

pattern. 

– Like fingerprints, DNA is one of the biometric characteristics of a person that criminals leave at the 

crime scene. 

– DNA testing is a relatively mature and dynamic technology that is widely used and familiar to the 

general public. 

– Rapid DNA identification devices enable sequencing in as little as 90 minutes 

– Many DNA results can be easily stored in a database, allowing data to be collected and quickly 

searched using automated tools. 

Multimodal biometric identification 

Biometric identification methods can be combined with each other - multimodal identification 

significantly increases the security of an object, since the number of possible errors inherent in biometric systems 

is reduced. 

For example, an iris reader can read an iris from a single source, and can also read an iris from two 

sources. 

Dynamic Methods 

The most studied dynamic biometric images include: keyboard handwriting, features of handwritten 

password and signature reproduction, running characteristics, voices, the nature of working with a computer 

mouse, head tremor parameters, face and neck thermograms. In addition, no additional hardware is required to 

register the keyboard, handwritten passwords and signatures, and voice. However, voice images can be easily 

intercepted by recording them on a simple voice recorder (mobile phone), which reduces the trust in the voice 

password. When using user-set voice passwords, the learning and authentication processes must be carried out in 

a secure environment. 

Behavioral biometrics 

Whatever we do, it has a unique signature. How exactly you hold your smartphone, swipe, tap, type, 

scroll and move the mouse, creating a unique combination of parameters, a kind of digital handwriting. Some 

banks use this technology (behavioral biometrics) for additional verification of users. This is convenient - 

nothing is required from the user, he always does it, and the system does not have anything special in its actions. 

By deviations from the usual behavior, it can be assumed that the user is not the one who manifests himself. 

Voice biometrics 

The use of human voice biometrics is more complex and interesting than the use of most biometric 

features. The classical voice identification technology cannot be the main violin here, a separate one is a much 

more interesting direction of voice recognition [6]. 

The voice recognition method determines the personality of a person by a combination of specific 

characteristics of the voice. The algorithms analyze the main features by which a decision is made about the 

personality of the speaker: the voice eye, the resonant frequency of the speech pathways and their attenuation, as 

well as the dynamics of articulation control. 

Gait 

For example, the definition of a hike or the definition of a pedestrian has been carried out for decades 

without much progress until now. Recent advances in precision have been made possible by a graceful discovery 

of something viable in behavior. Earlier this year, researchers at the University of Manchester achieved an 

accuracy of 99,3 %, according to an article published in the journal Imaging and Machine Intelligence 

Operations (TPAMI). The system analyzes people's steps using gender sensors, and getting that final percentage 

of accuracy is often a challenge. 

As you know, there are no systems that provide one hundred percent protection against leakage, hackers 

were able to penetrate objects that are separated from the outside world. 

When using biometric data for authentication, the violation of biometric databases becomes especially 

important. The thing is that biometric tags do not change, that is, a stolen (hacked) sign cannot be replaced as a 

hacked password. 

In this sense, the password will be an advantage over biometrics, since passwords can be replaced with 

new ones when hacked, and human biometric symbols do not change, so it is very convenient to identify them. 

Starting with the face and voice, they are almost impossible to hide in the modern world, and ending 

with fingerprints and fragments of his biomaterial DNA fragment, which leaves a person in the places of his 
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presence. We leave all this data in the process of life to the things around us and can collect them secretly from 

the carrier. 

Of course, there are biometric signs in which it is impossible to collect a latent venous sample of a 

finger or hand, retina. 

The likelihood of falsification does not depend on the type of biometric feature, but on the technology 

used to read this feature. 

 

Table 3 – Static Methods Far and FRR 

Biometric reader Probability of forgery 

3D fingerprint reader Not possible 

Multispectral Fingerprint Reader Not possible 

Further fingerprints, optical devices Possible 

Iris Possible 

Face recognition 2D Possible 

3D face recognition Possible 

Photo of veins Not possible 

Retina Not possible 

 

Natural limits 

If password authentication requires an exact match between two alphanumeric strings, the biometric 

authentication system relies on the degree of similarity between the two biometric samples, while the individual 

biometric samples obtained during registration and authentication are rarely identical, a biometric the system can 

create two types of authentication errors. 

 

Table 4 - Authentication errors 

Authentication errors Content 

False mismatch – Two biometric samples of the same person appear at low germination, and 

the system refuses to accept them as the same, that is, it cannot identify them. 

– A false mismatch results in a denial of service for the legitimate user. 

False match – Two biometric samples of different people appear when they have a high 

similarity and the System declares them incorrectly matched. 

– A false match leads to an impostor attack. Such an attack is also called a 

zero-force attack because it does not require the attacker to use a special 

hacking system. 

 

Results 

Authentication using unique items has the following disadvantages: 

– The item can be taken from the user or stolen. 

– Special equipment is required to work with objects. 

– It is possible to make a copy or an emulator of the item. 

Biometric authentication is one of the most promising areas for the development of information system 

user authentication technologies. Biometric authentication is based on the uniqueness of the user's physical 

characteristics. Biometric authentication is the most secure compared to other types of user authentication, as it 

there is a strong binding of authentication information to the subject of access. 

The introduction of cryptographic and biometric technologies has a positive effect on the development 

of innovative solutions to ensure information security. Particularly promising is multi-factor biometric 

cryptography, which combines the technologies of secret-sharing threshold cryptography, multi-factor 

biometrics, and methods for converting fuzzy biometric features into basic sequences. A combined 

authentication system can be activated taking into account the level of security required at the moment, with the 

possibility of activating additional methods in the future. 

Discussion 

As far as we can see from the discussions of respected experts, even they have doubts about the need to 

impose the use of biometric identification and authentication. The specialists had no goal to convince customers 

of the benefits of biometrics. As for the forecast of experts who focused on the widespread introduction of 

biometric identification systems, this dynamic will be visible in the next few years. The experts agreed on one 

thing: biometrics is convenient, and as a rule, all interest is built around the most convenient method, even if it is 

not as secure as its more complex alternatives. Biometrics is rapidly being recognized at the national level as an 

authorization mechanism for a number of public services across the governments of many countries. This trend 

will continue to grow due to the widespread use of biometric multimodal technologies in airports, in the financial 

sector with voice support, for voter registration and processing the flow of migrants based on the iris, etc. 

Regardless of whether the selected biometric parameter is a fingerprint, iris, face or voice, the problem of 

choosing the right biometric data for authentication is crucial. 
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Conclusion 

This article explores the methods and means of existing approaches to authentication and information 

protection and existing approaches to authentication based on biometric features. Structural methods of data 

protection are stated. It is impossible to make an unambiguous conclusion about which of the modern methods of 

biometric authentication or combined methods is the most effective for a particular commercial method by 

calculating the ratio of price and reliability. Obviously, for most commercial applications, the use of complex 

mixed systems does not seem logical. 
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Биометриялық аутентификацияның қолданыстағы тәсілдерін талдау 

 

Мақалада адамның биометриялық аутентификациясын сипаттау мен талдаудың заманауи 

үлгілері негізінде биометриялық деректер модельдерін ұсыну, биометриялық верификация 

алгоритмдерін құру және тұлғаны сәйкестендіру әдістері зерттеледі және талданады. Биометриялық 

сәйкестендіруде адамның келесі параметрлері кеңінен қолданылады: бет геометриясының ерекшеліктері, 

саусақ іздері, алақанның геометриясы, көз торы мен нұрлы қабықшасы, дауыс сипаттамалары, қолтаңба 

ерекшеліктері және пернетақта астын сызу. Биометриялық аутентификация ақпараттық жүйені 

пайдаланушылардың аутентификация технологияларын дамытудың ең перспективалы бағыттарының 

бірі болып табылады. 

Деректерді қорғаудың құрылымдық әдістері көрсетілген. Берілген типтердің әрқайсысының 

артықшылықтары мен кемшіліктері сипатталған. Кейбір белгілі компьютердің реттеуіш хаттамалары, 

авторизация және аутентификация алгоритмдері қарастырылады. Сыртқы және ішкі ақпараттың таралып 

кету шабуылдарына талдау жасалды, бұл тарап кетудің үлкен пайызы - клиенттер мен мәмілелер туралы 

ақпаратқа, техникалық ақпаратқа, сондай-ақ жеке мәліметтерге байланысты екенін көрсетті. Ақпараттық 

жүйелердегі ақпаратты қорғау құралдарының бірі - екінші факторды қолдана отырып, парольді қорғау, 

ол бүгінгі күнге дейін өзекті болып табылады, өйткені бүкіл банк секторы мен қауіпсіздік компаниялары 

қосымша қорғаныс әдісі ретінде екі факторлы және көп факторлы аутентификацияны қолданады. 

Биометриялық аутентификацияның заманауи әдістерінің немесе аралас әдістердің қайсысы 

тиімдірек екендігі туралы біржақты қорытынды жасау қиын. Адамның биометриялық параметрлерін 

өлшеуге негізделген аутентификация әдістері 100% дерлік сәйкестендіруді қамтамасыз етеді, құпия 

сөздерді және жеке идентификаторларды жоғалту мәселелерін шешеді, бұл ақпаратты ашу жүйелеріне 

қауіпсіздік қатерлерін анықтауға күдік туғызады. Кейбір жағдайларда ұйымдар биометриялық 

аутентификация жүйелерінсіз жасай алмайды. Сондай-ақ, биометрияны ең ыңғайлы аутентификация 

факторы ретінде беруге болатындығын атап өткен жөн. 

Түйінді сөздер: криптография, ақпараттық қауіпсіздік, биометрия, аутентификация, 

биометриялық жүйе, биометриялық аутентификация, биометриялық сәйкестендіру, статистикалық 

әдістер, статистикалық әдістер. 
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Анализ существующих подходов к биометрической аутентификации 

 

В статье анализируются методы представления моделей биометрических данных, создание 

алгоритмов биометрической верификации и идентификации личности на основе современных моделей 

описания и анализа биометрической аутентификации личности. Наиболее широко в биометрической 

идентификации используются следующие параметры человека: особенности геометрии лица, отпечатки 

пальцев, геометрия ладоней, сетчатки и радужной оболочки глаз, характеристики голоса, особенности 

подписи и подчеркивание клавиатуры. Биометрическая аутентификация является одним из наиболее 

перспективных направлений развития технологий аутентификации пользователей информационных 

систем. 

Изложены структурные методы защиты данных.  Описаны достоинства и недостатки каждого из 

приведенных типов. Рассмотрены некоторые известные протоколы, алгоритмы авторизации и 

аутентификации. Проведен анализ внешних и внутренних атак, который показал, что большой процент 

утечки приходится на информацию о клиентах и сделках, техническую информацию, а также 

персональные данные. Одним из средств защиты информации в информационных системах является 

парольная защита с использованием второго фактора, которая является актуальной на сегодняшний день, 

так как весь банковский сектор и компании, занимающиеся вопросами безопасности, используют 

двухфакторную и многофакторную аутентификацию как дополнительный метод защиты. 

Сложно сделать однозначный вывод о том, какой из современных методов биометрической 

аутентификации или комбинированных методов является наиболее эффективным. Методы 

аутентификации, основанные на измерении биометрических параметров человека, обеспечивают 

практически стопроцентную идентификацию, решая проблемы утери паролей и персональных 

идентификаторов, что приводит к подозрениям в обнаружении угроз безопасности систем раскрытия 
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информации. В ряде случаев организациям не обойтись без биометрических систем аутентификации. 

Отмечается, что биометрию можно подать под видом наиболее удобного фактора аутентификации. 

Ключевые слова: криптография, информационная безопасность, биометрия, аутентификация, 

биометрическая система, биометрическая аутентификация, биометрическая идентификация, 

статистические методы. 
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